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>QMQ` ai�i2K2Mi
A �bb2`i- QM Kv ?QMQ`- i?�i A ?�p2 MQi `2+2Bp2/ �bbBbi�M+2 Q7 �Mv FBM/ 7`QK �Mv Qi?2` T2QTH2-
BM+Hm/BM; TQbiBM; 2t�K [m2biBQMb QM QMHBM2 7Q`mKb r?BH2 rQ`FBM; QM i?Bb 6BM�H 1t�KX A
?�p2 QMHv mb2/ MQM@?mK�M `2bQm`+2b- 7Q` 2t�KTH2 AMi2`M2i- +�H+mH�iQ`b- i2ti#QQF- MQi2b- �M/
H2+im`2 pB/2Qb- /m`BM; i?2 T2`BQ/ Q7 i?Bb 2p�Hm�iBQMX

aB;M�im`2,

.B`2+iBQMběSH2�b2 `2�/ +�`27mHHv5
Ç uQm ?�p2 � k9@?Qm` rBM/Qr

�T`BH kR Uq2/V 3�K S.h Ĝ �T`BH kk Uh?m`bV 3�K S.h

iQ +QKTH2i2 i?2 2t�K- #mi i?2 2t�K Bb /2bB;M2/ iQ #2 �#H2 iQ #2 }MBb?2/ BM R ?Qm`X

Ç PM �T`BH kR Uq2/V NĜN,8y�K S.h- A rBHH #2 QM wQQK 7Q` �Mv [m2biBQMb �#Qmi bi�i2@
K2Mib Q7 2t�K T`Q#H2KbX uQm +�M �HbQ mb2 SB�xx� iQ �bF- #mi TH2�b2 mb2 T`Bp�i2 K2bb�;2
iQ �pQB/ H2�FBM; vQm` bQHmiBQM iQ Qi?2`bX

Ç uQm �`2 �HHQr2/ iQ mb2 �Mv MQM@?mK�M `2bQm`+2b BM+Hm/BM; BMi2`M2i- +�H+mH�iQ`b- i2ti@
#QQF- MQi2b- H2+im`2 pB/2Qb- 2i+X uQm �`2 LPh �HHQr2/ iQ b22F ?2HT 7`QK Qi?2`
T2QTH2- BM+Hm/BM; TQbiBM; 2t�K [m2biBQMb QM QMHBM2 7Q`mKbX

Ç AM Q`/2` iQ `2+2Bp2 7mHH +`2/Bi- vQm Kmbi b?Qr vQm` rQ`F Q` 2tTH�BM vQm` `2�bQMBM;c
vQm` }M�H �Mbr2` Bb H2bb BKTQ`i�Mi i?�M i?2 `2�bQMBM; vQm mb2/ iQ `2�+? BiX *Q``2+i
�Mbr2`b rBi?Qmi rQ`F rBHH `2+2Bp2 HBiiH2 Q` MQ +`2/BiX SH2�b2 r`Bi2 M2�iHvX AHH2;B#H2
�Mbr2`b rBHH #2 �bbmK2/ iQ #2 BM+Q``2+iX *B`+H2 Q` #Qt vQm` }M�H �Mbr2` r?2M
`2H2p�MiX

Ç h?2 2t�K Bb QM :`�/2b+QT2X SH2�b2 2Bi?2`

Ĝ q`Bi2 vQm` �Mbr2`b QM i?2 T/7 }H2 Q7 i?2 2t�K- i?2M bm#KBi QMiQ :`�/2b+QT2-
Ĝ S`BMi i?2 2t�K �M/ r`Bi2 vQm` �Mbr2`b QM i?2 2t�K T�T2`- i?2M b+�M �M/ bm#KBi

QMiQ :`�/2b+QT2- Q`
Ĝ lb2 #H�MF b?22ib Q7 T�T2`- +QTv i?2 ?QMQ` bi�i2K2Mi �M/ bB;MX h?2M r`Bi2

vQm` �Mbr2`b QM i?2K- b+�M �M/ bm#KBi QMiQ :`�/2b+QT2X

:QQ/ Hm+F5



J�i? RRe JB/i2`K R- S�;2 k Q7 d �T`BH kR- kykR

RX uQm /Q LPh M22/ iQ T`QpB/2 2tTH�M�iBQM iQ i?2 7QHHQrBM; [m2biBQMbX
U�VU8V q?B+? Q7 i?2 7QHHQrBM; Bb �M �bvKK2i`B+ +BT?2`\ a2H2+i �GG r?B+? �`2 +Q``2+iX

�X >BHH *BT?2`
"X am#biBimiBQM *BT?2`
*X a?B7i *BT?2`
.X 1H;�K�H
1X .B{2Ĝ>2HHK�M F2v 2t+?�M;2

U#VUjV �{M2 *BT?2` Bb BMi`BMbB+�HHv pmHM2`�#H2 iQ r?B+? Q7 i?2 7QHHQrBM; �ii�+F\ a2H2+i �HH
r?B+? �`2 +Q``2+iX

�X "`mi2@7Q`+2 �ii�+F
"X EMQrM TH�BMi2ti �ii�+F
*X *?Qb2M TH�BMi2ti �ii�+F

U+VU8V q?B+? Q7 i?2 7QHHQrBM; Bb � TQHvMQKB�H iBK2 �H;Q`Bi?K\ a2H2+i �HH r?B+? �`2 +Q``2+iX
�X 1m+HB/2�M �H;Q`Bi?K
"X "`mi2@7Q`+2 �H;Q`Bi?K iQ bQHp2 .Bb+`2i2 GQ; S`Q#H2K
*X a?�MFǶb "�#vbi2TĜ:B�Mibi2T �H;Q`Bi?K
.X SQ?HB;Ĝ>2HHK�M �H;Q`Bi?K
1X 6�bi SQr2`BM; �H;Q`Bi?K

U/VUeV hQ T`Qp2 i?�i 2 Bb � ;2M2`�iQ`fT`BKBiBp2 `QQi Q7 (Z/71Z)×- r2 FMQr Bi Bb bm{+B2Mi
iQ p2`B7v i?�i 2a != 1- 2b != 1 �M/ 2c != 1X A7 1 < a < b < c < 71- i?2M

a = , b = , c = .

S�;2 k

:
.

÷
The problem (d) has a mistake because 2 is in fact not a

generator . However, the problem is only asking the general method
to check whether an element is a generator, so should not affect

your answer much.

10 14 35

To = 2. 5- 7

a= ¥ = 10 , b = = 14
,
c = = 35
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kX U�VURyV q?�i Bb i?2 Q`/2` Q7 i?2 KmHiBTHB+�iBp2 ;`QmT (Z/35Z)×X

U#VURjV 6BM/ i?2 Q`/2` Q7 i?2 2H2K2Mi 2 BM (Z/35Z)×X

S�;2 j

35=5.7

( (2/352)×1=10135 ) = ( 5 - t ) . 19 - l ) = 24

• 24=23 . 3

22¥ = 212 = 25 . 25 . 22=32.32 . 4 E C-3) - I -3 ) -4

= 1 ( mod 35 )

• 12=22 . 3

2¥ = 26 = 64 = - 6 ( mod 35 )

231 = 24 = 16 ( mod 35 )

⇒ ord ( s) = 12
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jXUR8V 6BM/ BMi2;2`b u, v bm+? i?�i 71u+ 23v = 1- �M/ u Bb TQbBiBp2 �M/ bK�HH2bi TQbbB#H2X

S�;2 9

Extended Euclidean Algorithm

3 71 -3 11

69 22

Z l

u v g
7 l l o

.

- 3 o l

2 I -3 3

I - l l 34 I I

71 - f-Il ) t 23.34 = I

⇒ 41 . (-it -123) t 23 . 134 - 71 ) = I

i. e . 71 - 12 t 23 . C - 37 ) = l

U= 12
,
V = - 37
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9XURjV 6BM/ �HH bQHmiBQMb x ∈ Z bm+? i?�i x ≡ 2 (mod 3)- x ≡ 1 (mod 4)- �M/ x ≡ 3 (mod 5)X

S�;2 8

- X , I 2 (mod 3)

* Xz I 2 t 3 - yz ( mod 3. 4)

I 1 ( mod 4)

⇒ yz E fi) . 3
- I
= I ( mod 4 )

K2 = 5 (mod 12 )

°

Kz = 5 -1 12 . y3 (mod 12.5 )

= 3 (mod 5)

⇒
yz = C-2) . 12

- I
= l- z) . 3 = 4 (mod 5)

⇒ 43 = 5-112 - 4=53 (mod 60)

Conclusion : All see I set . 2=-53 (mod 60 ) B a solution
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8XUR8V "Q# Bb mbBM; 1H;�K�H SE* iQ b2M/ � b2+`2i K2bb�;2 iQ �HB+2X h?2v mb2 F×
29 rBi? ;2M2`�iQ`

g = 2X h?2v �HbQ �;`22 iQ K�i+? 1, 2, 3, ..., 28 ∈ F×
29 rBi? bvK#QHb �-#-+-XXX-x- +QKK�-

T2`BQ/X �HB+2 `2+2Bp2/ irQ TB2+2b Q7 +BT?2`i2tib 7`QK "Q#, (c1, c2) = (6, 13) �M/ (c1, c2) =
(6, 2)X EMQrBM; �HB+2Ƕb T`Bp�i2 F2v Bb 5- TH2�b2 ?2HT �HB+2 /2+`vTi "Q#Ƕb irQ@bvK#QH
K2bb�;2X

S�;2 e

Let a -- 5 E IFF be the private key
- a

me a - c , is the plaintext

• Cia = 6-5 = 55 = B- . 25.5 = (-4) it-41.5

= c -4) . 9 = - 7 ( mod M )

• m = Cz . C ,
-a
= 13 . I-7 ) E -91=-5 ( mod 29 )

•

m =

Cz . c,

-a
= 2 . C -7) = 15 ( mod 29 )

B- c→ Y

15 as O

message
= YO
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eXUR8V Ai Bb FMQrM i?�i 2 Bb � ;2M2`�iQ` Q7 F×
19X lb2 a?�MFǶb "�#vbi2T@:B�Mibi2T �H;Q`Bi?K iQ

}M/ x ∈ Z/18Z bm+? i?�i 2x ≡ 5 (mod 19)X U>BMi, JQ/mHQ 19- i?2 BMp2`b2 Q7 13 Bb 3XV

S�;2 d

N= ordlz) = 18

n = LJN ) -11=5

List 1 : go ④ g
'

g
}

g
" g5

, g-
5

I 2 4 8 16 32=13 3

43-12 : h h - g-
5 h -g
" h -

g
-15 h - g

-W

s si? 4,5,
15 '7 2

h - g-
'5
-

g
'
⇒ h= gib ⇒ x=c6

check : 216=2-2 = 4
- I
= 5 (mod 19)


