Midterm 1
Math 116, Spring 2021

Name: UID:

Honor Statement

I assert, on my honor, that I have not received assistance of any kind from any other people,
including posting exam questions on online forums while working on this Final Exam. I
have only used non-human resources, for example Internet, calculators, textbook, notes, and
lecture videos, during the period of this evaluation.

Signature:

Directions—Please read carefully!

e You have a 24-hour window
April 21 (Wed) 8am PDT — April 22 (Thurs) 8am PDT
to complete the exam, but the exam is designed to be able to be finished in 1 hour.

e On April 21 (Wed) 9-9:50am PDT, I will be on Zoom for any questions about state-
ments of exam problems. You can also use Piazza to ask, but please use private message
to avoid leaking your solution to others.

e You are allowed to use any non-human resources including internet, calculators, text-
book, notes, lecture videos, etc. You are NOT allowed to seek help from other
people, including posting exam questions on online forums.

o In order to receive full credit, you must show your work or explain your reasoning;
your final answer is less important than the reasoning you used to reach it. Correct
answers without work will receive little or no credit. Please write neatly. Illegible
answers will be assumed to be incorrect. Circle or box your final answer when
relevant.

o The exam is on Gradescope. Please either

— Write your answers on the pdf file of the exam, then submit onto Gradescope,

— Print the exam and write your answers on the exam paper, then scan and submit
onto Gradescope, or

— Use blank sheets of paper, copy the honor statement and sign. Then write
your answers on them, scan and submit onto Gradescope.

Good luck!
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1. You do NOT need to provide explanation to the following questions.
(5) (a) Which of the following is an asymmetric cipher? Select ALL which are correct.
A. Hill Cipher
Substitution Cipher
Shift Cipher
Elgamal

< K
=9 aw

Diffie-Hellman key exchange

(3) (b) Affine Cipher is intrinsically vulnerable to which of the following attack? Select All
which are correct.

A. Brute-force attack
v/ B. Known plaintext attack
~/ C. Chosen plaintext attack

(5) (c) Which of the following is a polynomial time algorithm? Select All which are correct.
WV A. Euclidean Algorithm
B. Brute-force algorithm to solve Discrete Log Problem
C. Shank’s Babystep—Giantstep Algorithm
D. Pohlig-Hellman Algorithm
V E. Fast Powering Algorithm

The pwio\w\ (4) hos & mRtnke becruse > > h fact ast o

gersrater . Hwever, g problem 3 :.Z Rs(g,kg the general methed
to chedk whthet an elerunt & 6 eter, so shudd net offect

(6) (d) To prove that 2 is a generator/primitive root of (Z/71Z)*, we know it is sufficient
to verify that 2¢ #£1,2° 421 and 2°# 1. If 1 <a < b < ¢ < 71, then YouY  onswet much.

a= \S b= “'!" ,C= %g
Moo= 2:5-7]

a-_--/-i-;—--to, b= l;—ﬂq,, cr”—::%S
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(10) 2.

(a) What is the order of the multiplicative group (Z/35Z)*.

35= &)

\(Z/%SZ)X\= c}(;;) = (s-0)-(1=1) = 24

(13) (b) Find the order of the element 2 in (Z/35Z)*.
- 24 = 2;’ 3
=t 2
22 e 5 s S s (3 (3) 4
= 1 (mad 35)
. )2=2*9%
L2 b
22:2 =$L\'—='-Q7 (h\od%S)
2
3% = 3% = (b (wed 35)

=) GYA(’) = |2
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(15) 3. Find integers u, v such that 71u + 23v = 1, and w is positive and smallest possible.

Extended Bwdidean A\l. cthin

SEISEI
t9 22
2 )

71 \ D
’3 6 |
> -3 3

T ) + %534 = |

2 L (- B3) + 3. (34_’7\)=\
fee. V-2 4 33 (-21) =)

2, v=-37

S
]
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(13) 4. Find all solutions x € Z such that z =2 (mod 3), z =1 (mod 4), and z = 3 (mod 5).

" X E 2 (med 3)

* X3 = 2 ¥ )Y (med 3. 4¢)

T 1 (med )
2 92 = () 37 = | (med &)
Xa= § (wod 12)
- Xy =

= O+ 12 Yy (md 2-5)

3 (mod S )

= 33—5 (-2)- |2" = (2)-3= U4 (med 5)

D X3 = GH(2-4% =53 (md o)

Conclusion * A\ xeZ st. XT3 (mdle) p a solutiomn
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(15)

5. Bob is using Elgamal PKC to send a secret message to Alice. They use 5y with generator
g = 2. They also agree to match 1,2,3,...,28 € F}, with symbols a,b,c,...,z, comma,
period. Alice received two pieces of ciphertexts from Bob: (¢, c2) = (6,13) and (¢q,¢) =

(6,2). Knowing Alice’s private key is 5, please help Alice decrypt Bob’s two-symbol
message.

letx =G e‘-F,);\ be the pvvate l=7

m = C)_-C.\—& T3 £he ?(a-fh'tb('t

= %% = (4) )€

-7 (mod )
(3.(1) = -1 A5 (mas)

i
—_
£
~/
S
m

~
N

n

i

- (-1) = IS (wed 29)

Is < D

messeqe = YO
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(15)

N= ord(2) = \8
Ldm § 41 = §

V\ ‘-
Lze L2 4° q'
\ 2
Lt 2¢ h h-g'g
s §-3
[
IS
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6. It is known that 2 is a generator of Fjy. Use Shank’s Babystep-Giantstep algorithm to
find z € Z/187Z such that 2* =5 (mod 19). (Hint: Modulo 19, the inverse of 13 is 3.)

7, 5

N=13 3



