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DLP & Cryptography

G an abelian (additive) group.

System Problem (easy) Inverse (“hard”)

RSA Multiplication in Z Factoring in Z

DLP /G Repeated “addition” Computing DL

where easy = ∃ poly time algorithm, “hard” =

known algorithms take more than poly time.

Given α, β ∈ G and β ∈ 〈α〉 to compute u ∈ Z

such that

β = [u]α

is called the Discrete Logarithm Problem.

E(Fq) , J(Fq), A(Fq) - Fq rational points of

an elliptic curve, jacobian of a curve, abelian

variety respy.
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Definition (Discrete logarithm problem over

E(Fq)) Given S, T ∈ E(Fq) with T ∈ 〈S〉 to

compute u ∈ Z>1 such that T = uS.

• known algorithms take exponential time to

compute DL :( or :)

A weak instance: Anomalous case

#E(Fq) = pi

Technique (Smart / Satoh-Araki): Case q = p.

p-adic elliptic logarithm ψp

ψp((x, y)) ≡ −
x
y mod p2

u ≡
ψp([p]Q)
ψp([p]P)

mod p



Formal group (F-gp) laws

Let R is a comm ring with identity and X be

(X1, . . . , Xn).

An n-dim f-gp law over a ring R is an n-tuple

of formal series in 2n variables

X ⊕F Y := F (X, Y ) = (F1(X, Y ), . . . , Fn(X, Y ))

∈ R [[X, Y ]]n such that

1. X ⊕F Y = X + Y+ higher degree terms

2. (X ⊕F Y )⊕F Z = X ⊕F (Y ⊕F Z) (associa-

tivity)

3. X ⊕F 0 = X and 0⊕F Y = Y (identity)

4. X ⊕F I(X) = 0 (inverse)
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Also if X ⊕F Y = Y ⊕F X then F is a commu-

tative f-gp law.

But no underlying group yet!

Simple 1-dim Examples.

1. Ga(z1, z2) = z1 + z2

2. Gm(z1, z2) = z1 + z2 + z1z2

3. FE(z1, z2) = z1 + z2 − a1z1z2 − a2(z
2
1z2 +

z1z
2
2)−(2a3z

3
1z2−(a1a2−3a3)z

2
1z

2
2+2a3z1z

3
2)+

. . . ∈ Z[a1, . . . , a6] [[z1, z2]]



Formal group Law of an Elliptic Curve

Notation.

K a field of characteristic zero
K[E]O the local ring of functions of E defined

at O
N the maximal ideal of K[E]O

ˆK[E]O the completion of the local ring at N

ˆK[E]O
∼= K [[z]] for some “local uniformizer” z

(i.e. a generator of N) at O.

m : E × E → E
(P,Q) 7−→ P ⊕Q

m∗ : ˆK[E]O → ˆK[E]O × ˆK[E]O

In more concrete terms we start by applying

a change of coordinates (z = −xy , w = −1
y)

x → z
w

y → −1
w
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⇓

y2 + a1xy+ a3y =

x3 + a2x
2 + a4x+

a6

→ w = z3 + a1zw +

a2z
2w + a3w2 +

a4zw
2 + a6w

3(=

f(z, w))
O → (z, w) = (0,0)

By repeated substitution we obtain the formal

series

w(z) = z3(1 + a1z + (a21 + a2)z
2 + (a31 +

2a1a2 + a3)z
3 +(a41 +3a21a2 +3a1a3 + a22 +

2a4)z
4 + . . .)

which is the unique power series satisfying w(z) =

f(z, w(z)).

⇓

Using these we can write down a power series

which gives the group law of E at O.



Chord-Tangent method: Draw a line through

points Pi = (zi, w(zi)), i = 1,2 and this line will

hit the curve at P3 the inverse of which will

give us point P1 ⊕ P2 = −P3 = (z3, w(z3))

z3 = FE(z1, z2) = z1+z2−a1z1z2−a2(z
2
1z2+

z1z
2
2) − (2a3z

3
1z2 − (a1a2 − 3a3)z

2
1z

2
2 +

2a3z1z
3
2) + . . . ∈ Z[a1, . . . , a6] [[z1, z2]]



Formal Group

F (z1, z2) = z1 + z2 + terms of degree ≥ 2

Taking R to be a complete local ring and as-

signing the variables values from M the maxi-

mal ideal of R then the power series converge.

For z1, z2 ∈ M , F̂ (M) is abelian group with

F (z1, z2) the group operation.

F also induces a group structure on M i which

results in this filtration sequence

F̂ (M) ⊃ F̂ (M2) ⊃ . . . ⊃ F̂ (M i) ⊃ . . . ⊃ F̂ (0)
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Formal Group examples

For z1, z2 ∈M

• Ĝa(M) with Ga(z1, z2) = z1 + z2. So it is

(M,+). Nice!

• Ĝm(M) with Gm(z1, z2) = z1 + z2 + z1z2.

• Ê(M) with FE(z1, z2) = z1 + z2 − a1z1z2 −

a2(z
2
1z2+z1z

2
2)−(2a3z

3
1z2−(a1a2−3a3)z

2
1z

2
2+

2a3z1z
3
2) + . . .
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Notation.

K finite extension of Qp with nor-

malized valuation v : K∗ → Z

R the ring of integers of K = {x ∈

K | v(x) ≥ 0}
R∗ the unit group of R = {x ∈ K |

v(x) = 0}
M the maximal ideal of R = {x ∈

K | v(x) > 0}
π a uniformizer for R (i.e., M =

πR)
k the residue field of R = R/M =

Fq
p characteristic of k

Theorem For i ≥ 1. Induced by the identity

map on sets

Ê(M i)/Ê(M i+1) ∼= M i/M i+1 = Fq
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ECDLP over a finite extension of Qp

Definition (Discrete logarithm problem over

E(K)).

Given S, T ∈ E(K) with T ∈ 〈S〉 to compute

u ∈ Z such that T = [u]S.

Idea. Solving DLP on an additive f-gp is easy.

Logarithm map

ωE(z) = d(w(z))
2y(z)+a1x(z)+a3

= (1 + a1z + (a21 + a2)z
2 + (a31 +

2a1a2 + 2a3)z
3 + . . .)dz

logE(z) =
∫
ωE(z)

= z+ 1
2a1z

2+ 1
3(a

2
1+a2)z

3+ 1
4(a

3
1+

2a1a2 + 2a3)z
4 + . . .

Remark. The invariant differential ωE induces

an invariant differential on the formal group,
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the formal integration of which gives the log-

arithm map.

Theorem.

• For r > v(p)/(p− 1)

logFE : Ê(Mr) ∼= Ĝa(M
r)

v(p) = e = ramification index.

If K is a unramified extension of Qp and p 6= 2

then taking r = 1 > 1/p− 1 we have

Ê(M) ∼= Ĝa(M) = M



The Reduction map

Let E be given by a minimal Weierstrass equa-

tion

y2 + a1xy+ a3y = x3 + a2x
2 + a4x+ a6

where ai ∈ R and v(∆) ≥ 0 the reduction of E

modulo π is the curve E over k given by

E : y2 + a1xy+ a3y = x3 + a2x
2 + a4x+ a6

where ai denotes reduction of ai modulo π.

P2(K) → P2(k)
E(K) → E(k)
P 7−→ P

is called the reduction map.

We say E has good (or stable) reduction if E

is non singular which we’ll assume from here

on.

Theorem

0→ E1(K)→ E(K)→ E(k)→ 0
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Notation.

E1(K) {P ∈ E(K) | P = O}
Er(K) {P ∈ E(K) | v(x(P )) ≤ −2r} for r ≥ 1

E(K) ⊃ E1(K) ⊃ E2(K) ⊃ . . . ⊃ Ei(K) ⊃ . . . ⊃ O

Theorem.

λ :




E1(K) ∼= Ê(M)

P 7→ −x(P)
y(P)

and this isomorphism identifies for i ≥ 1

Ei(K) ∼= Ê(M i)



ECDLP over a finite extension of Qp ...

contd

Definition (Discrete logarithm problem over

E(K)).

Given S, T ∈ E(K) with T ∈ 〈S〉 to compute

u ∈ Z such that T = [u]S.

Let n = #E(Fq) denote the order of the group

of Fq rational points on E.

We have

E(K)/E1(K) ∼= E(Fq)
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E(K) ⊃ E1(K) ⊃ E2(K) . . . ⊃ Er(K)
∼= ∼= ∼=

Ê(M) ⊃ Ê(M2) . . . ⊃ Ê(Mr)
∼=

Ĝa(Mr)

E(K) [n]
−−−−−→

E1(K) [qr]
−−−−−→

Er(K)

R 7−→ R′ ← nR 7−→ R′′ ← qrR′

λ−−−−→ Ê(M r) logE−−−−−−→
Ĝa(M r)

7−→ zR′′ ← −
x(R′′)
y(R′′)

7−→ logE(zR′′)

Algorithm. So given points S, T ∈ E(K) with

T ∈ 〈S〉, [n]S 6= O and [qr]S 6= O, we compute

1. s′← (logE ◦λ ◦ [q
r] ◦ [n])(S)

2. t′ ← (logE ◦λ ◦ [q
r] ◦ [n])(T )

3. u′← t′/s′
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• The algorithm will solve the above problem

provided S 6∈ E(K)[n], S 6∈ E(K)[qr].

• There is a trade-off between the π-adic pre-

cision and the number of terms of the log-

arithm map.

• Observe that we multiply a point in E(K)

by n to move it to E1(K) and then by qr

to push it into Er(K). In case the point

is already in E1(K) then we’ll need fewer

transformations (in fact none if the point

is in Es(K) where s ≥ r).

• DLP on the torsion subgroup is an inter-

esting one.



Example DLP over E(Qp).

p = 36877.

E : y2 = x3 + ax+ b where a = 15190, b = 5862 ∈ Qp

#E(Fp) = 36682.

S = [30673 + O(3687710),25638 + 11357 ∗ 36877 +
32020 ∗ 368772 + 1686 ∗ 368773 + 26623 ∗ 368774 +
35328∗368775+23493∗368776+4970∗368777+15941∗
368778 + 26470 ∗ 368779 +O(3687710)]

T = [2076 + 7557 ∗ 36877 + 11588 ∗ 368772 + 4309 ∗
368773 + 23926 ∗ 368774 + 36834 ∗ 368775 + 23270 ∗
368776 + 15761 ∗ 368777 + 2252 ∗ 368778 + 18487 ∗
368779 + O(3687710),18844 + 1498 ∗ 36877 + 5454 ∗
368772+8729∗368773+5065∗368774+32634∗368775+
7765∗368776+12696∗368777+14654∗368778+1091∗
368779 +O(3687710)]

m = 9804+25033 ∗ p+24032 ∗ p2 +5917 ∗ p3 +29272 ∗
p4 + 18260 ∗ p5 = 1245367616390581101158191006

Algorithm: m = 9804+25033∗36877+24032∗368772+
5917∗368773+29272∗368774+18260∗368775+34092∗
368776 + 788 ∗ 368777 + 21855 ∗ 368778 +O(368779)
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DLP over E(Fq)

Definition (Discrete logarithm problem over

E(Fq)) Given S, T ∈ E(Fq) with T ∈ 〈S〉 to

compute u ∈ Z>1 such that T = [u]S.

E/Fq : y2 + a1xy+ a3y = x3 + a2x
2 + a4x+ a6

↓ lift

E/K : y2 + a1xy+ a3y = x3 + a2x
2 + a4x+ a6

where ai ∈ R, ai = ai mod π.

S T ∈ E(K)
↑ ↑ ↑
S T ∈ E(Fq)
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The diagram below illustrates our algorithm.

E(Fq) lift−−−−−→ E(K) [n]
−−−−−→

E1(K) [qr]
−−−−−→

R 7−→ R 7−→ R′ ← nR 7−→

Er(K) λ−−−−→ Ê(M r) logE−−−−−−→
Ĝa(M r)

R′′ ← qrR′ 7−→ zR′′ ← −
x(R′′)
y(R′′)

7−→ logE(zR′′)

Algorithm. Given S, T ∈ E(Fq) with T ∈ 〈S〉,

nS 6= O and qrS 6= O, we compute

1. Lift S, T to S, T ∈ E(K)

2. s′← (logE ◦λ ◦ [q
r] ◦ [n])(S)

3. t′ ← (logE ◦λ ◦ [q
r] ◦ [n])(T )

4. u′← t′/s′



Proof of Correctness.

This algorithm is essentially computing the con-
necting homomorphism of the snake lemma

φ : E(k) → E1(K)/nE1(K)
P 7−→ Q+ nE1(K)

where g(P ) = P where g is the reduction map
and nP = Q ∈ E1(K).

Snake lemma ⇓
E1(K) ∼= Ê(M) ⇓

l =
∣∣∣E(k)

∣∣∣ = n ⇓

π = p (K = unramified extension) and p 6= 2 ⇓

Ê(M) ∼= Ĝa(M) = M ⇓

0→ 0→ 0→ E(K)[n]→ E(k)
φ
−→

M/nM → E(K)/nE(K)→ E(k)→ 0→ 0

case i. n = pi ⇒M/piM = R/piR ⇓

0→ E(K)[pi]→ E(k) φ
−→

M/piM

→ E(K)/piE(K)→ E(k)→ 0
15



Anomalous aka Trace 1 case (when it fails

we just try again)

case ii. gcd(n, p) = 1⇒ n 6∈M M/nM = 0 ⇓

0→ E(K)[n]→ E(k) φ
−→

0

→ E(K)/nE(K)→ E(k)→ 0

F-gp part disappears. φ = 0!

case iii. n = pis,gcd(s, p) = 1, i ≥ 0.

Can be divided into case i and ii.



case n = pi algorithm fails “sometimes”

T − [m]S = R ∈ Ei(K) \ Ei+1(K)

([p]T )− [m]([p]S) = ([p]R) ∈ Ei+1(K) \ Ei+2(K)

(log ◦λ)([p]T)
(log ◦λ)([p]S)

−m = (log ◦λ)([p]R)
(log ◦λ)([p]S)

m′ −m ∈ pi−jR \ pi−j+1R

(good) j < i⇔ m′ ≡ m mod p

(bad) j = i⇔ m′ 6≡ m mod p

0→ E(K)[pi]→ E(k) φ
−→

M/piM

→ E(K)/piE(K)→ E(k)→ 0

(good) #E(K)[pi] = 0⇒ φ injects

(bad) #E(K)[pi] = pi ⇒ φ = 0

Probability of failure?
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Example: DLP over E(Fp)

p = 15737.

E : y2 = x3+ax+b where a = 9506 mod p, b = 6137 mod
p ∈ Fp

#E(Fp) = 15737

S = [4802 mod p,5670 mod p] ∈ E(Fp)

T = [3147 mod p,1336 mod p] ∈ E(Fp)

Given T = [m]S to compute m(= 9300)

K = Qp

E : y2 = x3 + ax+ b where a = 9506, b = 6137 ∈ Qp

S = [4802 + O(1573710),5670 + 6209 ∗ 15737 + 6181 ∗
157372+11030∗157373+9879∗157374+7477∗157375+
13345∗157376+7098∗157377+10884∗157378+4131∗
157379 +O(1573710)] ∈ E(Qp)

T = [3147 +O(1573710),1336 + 8363 ∗ 15737 + 7083 ∗
157372+8484∗157373+5161∗157374+10488∗157375+
12052∗157376+12094∗157377+9242∗157378+6886∗
157379 +O(1573710)] ∈ E(Qp)

Algorithm : m = 9300 +7322∗15737+765∗157372+
13317∗157373+2180∗157374+9271∗157375+9946∗
157376 + 4386 ∗ 157377 +O(157378)
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Semaev-Rück’s algorithm

X a projective irreducible nonsingular

curve / Fq of genus g ≥ 1

Ω1(X) Fq-vector space of holomorphic dif-

ferentials on X
Pic0(X)m m-torsion part of the gp of divisor

classes of deg 0 on X

Theorem. The DL in Pic0(X)pn computed in

O(n2 log p) ops in Fq

φ is an injective isomorphism.

φ : Pic0(X)p → Ω1(X) → F
2g−1
q

D 7−→ df/f 7−→ (a0, ..., a2g−2)

where p ·D = (f) and degD = 0.

Representing df/f locally at a Fq-rational point

P0: Let t be a local parameter at P0. df/f =

gdt where g =
∑∞
i=0 ait

i.
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DLP on m-dim comm f-gp over R

Q-Theorem (Honda). If F (X, Y ) is an m-

dimensional commutative formal group law over

a Q-algebra R, then there is a unique strict

isomorphism α(X) : F (X, Y )→ Gma (X, Y ).

K/Qp finite, R its ring of integers.

Definition (DLP on a m-dim comm f-gp over

R) Given S = (s1, . . . , sm), T = (t1, . . . , tm) ∈
F̂m(M) and T ∈ 〈S〉 to compute u ∈ Z such

that T = [u]S.

Algorithm So given points S, T ∈ F̂m(M) with

T ∈ 〈S〉, [qmr]S 6= O, we compute

1. S′← (logFi ◦[q
mr])(S)

2. T ′ ← (logFi ◦[q
mr])(T )

3. u← T ′(S′)−1
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Formal Group of the Jacobian of an Alge-

braic Curve

Margaret Freije.

K a field of char 0
C a complete nonsingular algebraic

curve of genus g over K
A Jacobian of C, which is a g-dim

abelian variety over K
O the local ring of functions defined at

the origin
Ô the completion of O wrt its maximal

ideal

Ô ∼= K [[z1, . . . , zg]] where (z1, . . . , zg) is a sys-

tem of parameters at the origin

m : A×A → A
m∗ : Ô → Ô × Ô

Â(X, Y ) = (Â1(X, Y ), . . . , Âg(X, Y )) the formal

group law of A
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Construction:

P0 a K-rational point on C, which is

not a Weierstrass point
t a local parameter at P0

{η1, . . . , ηg} a basis for the hol. diff of C s.t.

ηi ≡ (−t)i−1dt (mod tgdt)

li(t) :=
∫
ηi s.t. li(0) = 0

Li(t1, . . . , tg) := li(t1) + . . .+ li(tg)
= Li(s1(T ), . . . , sg(T ))

(s1(T ), . . . , sg(T )) set of local parameters at

the origin of A.

Theorem. L(X) = (L1(X), . . . ,Lg(X)) is the

strict logarithm of the Jacobian of C, i.e.,

Â(X, Y ) = L−1(L(X) + L(Y ))

is the formal group law of the Jacobian of C

and L(X) ≡ X (mod deg2)



Conclusions

• If gcd(n, p) = 1 then f-gp based attack

fails. What can be said about DLP on

E(K)[n]? E(K)[n] ∼= E(k) ∼= E(K)/nE(K).

• (Smart/Satoh-Araki) Elliptic curves with

n = pi and small non-p part to be avoided.

Group order should be divisible by a large

prime different from p.

• Does Smart/Satoh-Araki’s method extend

to Rück’s?

• If we can “efficiently” impose an additive

structure on a group then DLP is easy.
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